

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Electronic Questionnaire Runner Response To Downstream

All submitted survey responses and feedback for a collection exercise (a periodic questionnaire within a survey series) are transformed into data formats described below for downstream processing and analysis. The downstream data format can be defined in two ways, version 1 (v1) and 2 (v2) (See: Payload Formats). The format used is derived by the version that was provided in the launch JWT token. For backwards compatibility, tokens that do not provide a version are assumed to be v1. For more information on launch tokens, see RM to EQ.

The data structures created by EQ Runner (e.g. the answer store) are designed and optimised primarily for the purposes of generic functionality within the Runner application. As a general principle, the extent of the transform carried out by Runner on submitted response data beyond its native data models, as well as on claims received by the launching system, is minimal. It is not the responsibility of Runner to carry out bespoke data transforms. Historically, SDX has been responsible for more extensive and complex data transforms.

The response JSON is encrypted using the public key of the downstream transport mechanism at submission and signed by the Runner private key for downstream verification.


Rabbit MQ Submitter

When the Runner Rabbit MQ submitter is used, the ciphertext message is published to the designated queue for downstream consumption. Feedback is not supported for Rabbit MQ.



GCS Submitter

When the Runner GCS submitter is used, an object containing the response ciphertext is written to a bucket for downstream consumption.


	For surveyresponse objects, the object ID is named for the response’s tx_id.


	For feedback objects, the object ID is named with a uniquely generated UUID.




The GCS response object contains associated metadata [https://cloud.google.com/storage/docs/viewing-editing-metadata] which can be used in a Pub/Sub messaging strategy for further event driven processes (e.g. receipting and triggering ingestion flow).
For both v1 and v2 data formats, the metadata will always contain a tx_id and a case_id.
For v2, additional receipting metadata may be added, which were defined by survey_metadata.receipting_keys from the JTW launch token.


Example v1 GCS metadata

{
	"tx_id": "6fcf3ddc-a685-4aa1-8fcf-3e38aed5cbf7",
	"case_id": "2859a8b5-34c3-4603-aad9-78198d8341c9"
}







Example v2 GCS metadata

{
	"tx_id": "6fcf3ddc-a685-4aa1-8fcf-3e38aed5cbf7",
	"case_id": "2859a8b5-34c3-4603-aad9-78198d8341c9",
	"qid": "bdf7dff2-1d73-4b97-bd2d-91f2e53160b9"
}








Low-level data types


	All datetimes are expressed using ISO_8601 and are assumed to be normalised to UTC unless a timezone identifier is given.


	All character encoding is UTF-8.


	All boolean responses are matched to a “True” or “False” string representation.


	Unanswered optional questions are not included in submitted responses (i.e. null or empty strings values are NOT included)






Payload Formats

The overall structure of the downstream payload can be one of two formats depending on the version that was provided in the launch token. This is not to be confused with runner’s data_version which is responsible for the structure of the data property within the payload.

For more information on the difference between the v1 and v2 payload, consult the documents below.


	EQ Runner to Downstream Payload v1


	EQ Runner to Downstream Payload v2






JWT envelope / transport

This payload is part of a JWT, as specified in JWT Profile.





          

      

      

    

  

    
      
          
            
  
EQ Runner: Data Versions

This document defines the data structure of EQ Runner’s data versions.
EQ Runner currently supports two data versions, 0.0.1 and 0.0.3.
The version of the data is determined by the data_version property defined in the schema JSON which subsequently decides which data converter EQ Runner uses for downstream submission.




Version 0.0.1

data
An object of key-value pairings.


	For the payload type of surveyresponse these will typically contain answer responses using the business defined q_code as the key for each answer value.


	For the payload type of feedback these will typically contain survey feedback form properties. Feedback can be in two formats.


	Format 1:


	feedback_text


	feedback_type


	feedback_count






	Format 2 (legacy):


	name


	email


	message


	url [OPTIONAL]













Example data version 0.0.1 for surveyresponse JSON payloads

"data": {
    "001": "2016-01-01",
    "002": "2016-03-30"
}







Example data version 0.0.1 for feedback JSON payload (Format 1)

"data": {
    "feedback_text": "I like this survey",
    "feedback_type": "Page design and structure",
    "feedback_count": "7"
}







Example data version 0.0.1 for feedback JSON payload (Format 2)

"data": {
    "name": "John Doe",
    "email": "john.doe@example.com",
    "message": "Page design feedback"
}










Version 0.0.3

data
An object of key-value pairing.


	For the payload type of surveyresponse these will typically contain the list items, the answers array and an optional answer codes array.


	lists


	An array of list item objects built up during the questionnaire completion [list item object]






	answers


	An array of answer objects






	answer_codes


	An array of answer code objects to represent the answer_id (optionally the answer_value) to user-defined code relationship.


	Only contains the mapping for responses provided in data.answers. It does not contain the mapping for the entire survey. However, mappings for all option values are provided for answers with option values, regardless of whether the response data contains all option values. eQ only filters the answer codes by answer_id. In other words, eQ will send answer codes for all answer_ids for which there is a response.


	Note: answer_codes in the payload are temporary and will be removed once the Collection Instrument Registry (CIR) is in place. Systems requiring the answer_codes will be able to fetch the eQ schema from the CIR which contains the full answer codes mapping avoiding the need to couple it in the eQ payload.










	For the payload type of feedback these will typically contain survey feedback form properties with corresponding user entered values.


	feedback_text


	feedback_type


	feedback_count









List Item Object


	name: the name of the list (e.g. people-who-live-here)


	items: an array of strings of the item identifiers in the list


	primary_person: [optional] the item identifier of the primary person in the list






Answer Object


	answer_id: the answer identifier


	value: the value of the answer(s) provided for the answer_id


	list_item_id: [optional] the ID of the list item the answer was provided for (if answering in the context of a list item)






Answer Code Object


	answer_id: the answer identifier


	code: the user-defined answer code


	answer_value: [optional] the option value for answers that support options.




Rules


	The answer_id for the answer code object will be present in at least one of the answer objects in data.answers and vice versa.


	The value for code is globally unique among all answers.


	The answer_value is an optional key that will only exist for answers that support options such as Radio, Dropdown, Relationship and Checkbox.


	The key will only exist when there is a user-defined code against each option.










Example data version 0.0.3 for surveyresponse JSON payload

"data": {
    "lists": [
        ...
    ],
    "answers": [
        ...
    ],
    "answer_codes": [
        ...
    ]
}





Lists Array Example

"lists": [
    {
        "name": "household",
        "primary_person": "AUZvFL",
        "items": [
            "AUZvFL",
            "yuRiRs"
        ]
    },
    {
        "name": "visitor",
        "items": [
            "vgeYGW"
        ]
    }
]





Answers Array Example

"answers": [
    {
        // Example of a free text input box question
        "value": "piloting space shuttles",
        "answer_id": "job-description-answer"
    },
    {
        // Example of a single value for a radio button question
        "answer_id": "marriage-type-answer",
        "value": "Married"
    },
    {
        // Example of multiple values for a checkbox question
        "value": ["Eggs", "Bacon", "Spam"],
        "answer_id": "favourite-breakfast-food"
    },
    {
        "answer_id": "first-name",
        "value": "Colin",
        "list_item_id": "AUZvFL"
    },
    {
        "answer_id": "last-name",
        "value": "Cat",
        "list_item_id": "AUZvFL"
    },
    {
        "answer_id": "first-name",
        "value": "Dave",
        "list_item_id": "yuRiRs"
    },
    {
        "answer_id": "last-name",
        "value": "Dog",
        "list_item_id": "yuRiRs"
    }
]





Answers Array Example (list item based relationship type)

"answers": [
    {
        // example of the list based relationship answser value array
        // based on a mother, father and 2 children
        "answer_id": "relationship-answer",
        "value": [
            {
                // Father's relationship to mother
                "list_item_id": "tkziBG",
                "to_list_item_id": "jBlqGM",
                "relationship": "Husband or Wife"
            },
            {
                // Father's relationships to child 1
                "list_item_id": "tkziBG",
                "to_list_item_id": "CEMVLw",
                "relationship": "Mother or Father"
            },
            {
                // Father's relationships to child 2
                "list_item_id": "tkziBG",
                "to_list_item_id": "uknZxD",
                "relationship": "Mother or Father"
            },
            {
                // Mother's relationship to child 1
                "list_item_id": "jBlqGM",
                "to_list_item_id": "CEMVLw",
                "relationship": "Mother or Father"
            },
            {
                // Mother's relationship to child 2
                "list_item_id": "jBlqGM",
                "to_list_item_id": "uknZxD",
                "relationship": "Mother or Father"
            },
            {
                // Child 1's relationship to child 2
                "list_item_id": "CEMVLw",
                "to_list_item_id": "uknZxD",
                "relationship": "Brother or Sister"
            }
        ]
    }
]





Answer Array Example (Address type)

"answers": [
  // Example of 2 address question answers
  {
    "answer_id": "other-address-uk-answer",
    "value": {
      "line1": "20 My Street",
      "line2": "Middleton",
      "town": "Mint Town",
      "postcode": "AB12 CD1",
      "uprn": "722100964321"

    }
  },
  {
    "answer_id": "workplace-address-answer",
    "value": {
      "line1": "55 Your Street",
      "line2": "Lowerton",
      "town": "Ice Town",
      "postcode": "XY12 VW1"
    }
  }
]





Answer Codes Example

"answer_codes": [
    {
      "answer_id": "textfield-answer",
      "code": "1"
    },
    {
      "answer_id": "number-answer",
      "code": "2"
    },
    {
      "answer_id": "radio-dropdown-checkbox-relationship-answer",
      "code": "3" // This should only exist and be used for dynamic answers or when codes for each option aren't given.
    },
    {
      "answer_id": "radio-dropdown-checkbox-relationship-answer",
      "answer_value": "RAD1",  // This is the value of the Dropdown/Radio/Checkbox/Relationship, not the label.
      "code": "3a"
    },
    {
      "answer_id": "radio-dropdown-checkbox-relationship-answer",
      "answer_value": "RAD2",  // This is the value of the Dropdown/Radio/Checkbox/Relationship, not the label.
      "code": "3b"
    }
  ],







Example data version 0.0.3 feedback JSON payload

Feedback data format for 0.0.3 is the same as 0.0.1.


	Format 1: Example data version 0.0.1 for feedback JSON payload (Format 1)


	Format 2: Example data version 0.0.1 for feedback JSON payload (Format 2)









          

      

      

    

  

    
      
          
            
  
EQ Runner to Downstream: Payload Version 1 [DEPRECATED]

This document defines the downstream payload structure for version v1.


Schema Definition

| Property                             | Definition                                                                                                                                                                                                                                                                                                              |
|——————————————|—————————————————————————————————————————————————————————————————————————————————————————————————————————–|
| tx_id                                | Transaction ID used to trace a transaction through the collection system. This will be a UUID (version 4) and 128-bits in length as defined in RFC 4122 in its textual representation as defined in section 3 “Namespace Registration Template” without the “urn:uuid:” prefix e.g. “f81d4fae-7dec-11d0-a765-00a0c91e6bf6”. |
| type                                 | The unique type identifier of this JSON file. uk.gov.ons.edc.eq:surveyresponse or uk.gov.ons.edc.eq:feedback                                                                                                                                                                                                            |
| version                              | The version number of the questionnaire schemas data_version. This indicates the data payload convertor that was used. 0.0.1 / 0.0.3                                                                                                                                                                                  |
| origin                               | The name or identifier of the data capture system. Currently “uk.gov.ons.edc.eq” (historically named for Electronic Data Collection)                                                                                                                                                                                        |
| survey_id                            | The survey identifier as used across the ONS (e.g. 009)                                                                                                                                                                                                                                                                   |
| form_type                            | The type of questionnaire form (e.g. 0203)                                                                                                                                                                                                                                                                                |
| region_code                          | The Region Code of the questionnaire response. Format as per ISO 3166-2 (https://en.wikipedia.org/wiki/ISO_3166-2:GB) e.g. GB-ENG / GB-WLS / GB-NIR                                                                                                                                                                   |
| collection                           | See: Collection                                                                                                                                                                                                                                                                                               |
| metadata                             | See: Metadata                                                                                                                                                                                                                                                                                                   |
| case_id                              | The case UUID used to identify an instance of a survey response request (generated in RM, may not be included if no case has been linked at launch time)                                                                                                                                                                    |
| case_ref                             | The case reference identified by the above UUID (e.g. “1000000000000001”)                                                                                                                                                                                                                                                   |
| case_type                            | The type of case (e.g. B / BI)                                                                                                                                                                                                                                                                                          |
| started_at                           | The datetime of the first answer saved in the survey the response is for                                                                                                                                                                                                                                                    |
| submitted_at                         | The datetime of the submitted survey response or feedback by the respondent                                                                                                                                                                                                                                                 |
| launch_language_code  [OPTIONAL] | The language code that the questionnaire was launched with (e.g. en / cy / ga / eo)                                                                                                                                                                                                                                 |
| submission_language_code             | The language code that was being used on submission (e.g. en / cy / ga / eo). This will not exist if flushed is true                                                                                                                                                                                            |
| channel                              | The channel used to launch the electronic questionnaire                                                                                                                                                                                                                                                                     |
| flushed                              | Whether the surveyresponse or feedback was flushed or not. This will be true if the surveyresponse has been flushed through Runner and false otherwise. It is not currently possible for feedback to be flushed.                                                                                                        |
| data                                 | See: EQ Runner Data Versions                                                                                                                                                                                                                                                                     |


Collection

The collection property is an object about the collection exercise the response is for.

| Property                   | Definition                                                                                                                                                        |
| —————————— | ——————————————————————————————————————————————————————— |
| exercise_sid               | The Collection exercise UUID (generated in RM)                                                                                                                        |
| schema_name                | The Runner schema representing the question set presented to the respondent                                                                                           |
| period                     | A string representing the business area’s time period for the collection exercise (e.g. “2019” or “JAN2019” or “2019Q3”. This is not the start/end dates of a survey. |
| instrument_id [DEPRECATED] | The same value as the top level form_type property (required by legacy downstream systems)                                                                          |



Metadata

The metadata property is an object that holds the data required for the purposes of receipting, rendering or routing. This data may contain a mixture of survey specific and respondent specific data.

| Property        | Definition                                                            |
| ——————- | ————————————————————————- |
| ru_ref          | The reporting unit reference responsible for the response                 |
| user_id         | The id assigned by the respondent management system                       |
| display_address | The address displayed to the respondent when completing the questionnaire |


Note the above metadata properties are not an absolute list of all possible metadata properties.







Example JSON payload

{
	"tx_id": "ea82c224-0f80-41cc-b877-8a7804b56c26",
	"type": "uk.gov.ons.edc.eq:surveyresponse",
	"version": "0.0.1",
	"origin": "uk.gov.ons.edc.eq",
	"survey_id": "009",
	"flushed": false,
	"submitted_at": "2016-05-21T16:37:56.551086",
	"launch_language_code": "en",
	"submission_language_code": "en",
	"collection": {
		"exercise_sid": "9ced8dc9-f2f3-49f3-95af-2f3ca0b74ee3",
		"schema_name": "mbs_0203",
		"period": "JAN2019",
		"instrument_id": "0203"
	},
	"metadata": {
		"user_id": "1234567890",
		"ru_ref": "47850401631S",
		"ref_period_start_date": "2016-05-01",
		"ref_period_end_date": "2016-05-31"
	},
	"started_at": "2016-05-21T16:33:30.665144",
	"case_id": "a386b2de-a615-42c8-a0f4-e274f9eb28ee",
	"case_ref": "1000000000000001",
	"case_type": "B",
	"form_type": "0203",
	"region_code": "GB-ENG",
	"channel": "RAS",

	// For data version 0.0.1 surveyresponse or both 0.0.1 and 0.0.3 versions of feedback
	"data": {
		...
	}

	// For data version 0.0.3 surveyresponse
	"data": {
		"answers": [...]
		"lists": [...]
	}
}





For additional data version examples, see EQ Runner Data Versions





          

      

      

    

  

    
      
          
            
  
EQ Runner to Downstream: Payload Version 2

This document defines the downstream payload structure for version v2.


Schema Definition


Required Fields

| Property                 | Definition                                                                                                                                                                                                                                                                                                              |
|——————————|—————————————————————————————————————————————————————————————————————————————————————————————————————————–|
| tx_id                    | Transaction ID used to trace a transaction through the collection system. This will be a UUID (version 4) and 128-bits in length as defined in RFC 4122 in its textual representation as defined in section 3 “Namespace Registration Template” without the “urn:uuid:” prefix e.g. “f81d4fae-7dec-11d0-a765-00a0c91e6bf6”. |
| type                     | The unique type identifier of this JSON file. uk.gov.ons.edc.eq:surveyresponse or uk.gov.ons.edc.eq:feedback                                                                                                                                                                                                            |
| version                  | The version number for this payload specification. For this format, this must be v2.                                                                                                                                                                                                                                      |
| data_version             | The version number of the questionnaire schemas data_version. This indicates the data payload convertor that was used. 0.01 or 0.0.3                                                                                                                                                                                  |
| origin                   | The name or identifier of the data capture system. Currently “uk.gov.ons.edc.eq” (historically named for Electronic Data Collection)                                                                                                                                                                                        |
| collection_exercise_sid  | A reference UUID used to represent the collection exercise inside the ONS                                                                                                                                                                                                                                                   |
| case_id                  | The case UUID used to identify an instance of a survey response request (generated in RM, may not be included if no case has been linked at launch time)                                                                                                                                                                    |
| submitted_at             | The datetime of the submitted survey response or feedback by the respondent                                                                                                                                                                                                                                                 |
| launch_language_code     | The language code that the questionnaire was launched with (e.g. en / cy / ga / eo)                                                                                                                                                                                                                                 |
| submission_language_code | The language code that was being used on submission (e.g. en / cy / ga / eo). This will not exist if flushed is true                                                                                                                                                                                            |
| flushed                  | Whether the surveyresponse or feedback was flushed or not. This will be true if the surveyresponse has been flushed through Runner and false otherwise. It is not currently possible for feedback to be flushed.                                                                                                  |
| survey_metadata          | An object that holds metadata about the survey. For allowed values, See: Submission Survey Metadata.                                                                                                                                                                                          |
| data                     | The response data. See: EQ Runner Data Versions                                                                                                                                                                                                                                                  |


Submission Survey Metadata


	The submission survey_metadata will contain all key values from the survey_metadata.data property from the launch token. For allowed values, See: Survey Metadata: Data Property.


	It will also include a survey_id property which the survey identifier as used across the ONS (e.g. 009).






Schema Selection Fields

In additional to the field above, a schema selection field will be provided which defines the mechanism that was used by EQ Runner to load the questionnaire schema JSON.

One of the following will be present:

| Property    | Definition                                                                   |
| ————— | ——————————————————————————– |
| schema_url  | A URL for to the remote survey JSON.                                             |
| schema_name | The name of the schema launched. Will be present in Schemas Repo [https://github.com/ONSdigital/eq-questionnaire-schemas/tree/main/schemas] |




Optional Fields

EQ Runner will pass the following keys if a value for them exists.

| Property        | Definition                                                                                                                     |
| ——————- | ———————————————————————————————————————————- |
| region_code     | The Region Code of the questionnaire response. Format as per ISO 3166-2 () e.g. GB-ENG / GB-WLS / GB-NIR                     |
| started_at      | The datetime of the first form submission in the questionnaire.                                                                    |
| channel         | The channel used to launch the electronic questionnaire                                                                            |




Example JSON payload

{
	"tx_id": "ea82c224-0f80-41cc-b877-8a7804b56c26",
	"type": "uk.gov.ons.edc.eq:surveyresponse",
	"version": "v2",
	"data_version": "0.0.1",
	"origin": "uk.gov.ons.edc.eq",
	"flushed": false,
	"submitted_at": "2016-05-21T16:37:56.551086",
	"launch_language_code": "en",
	"submission_language_code": "en",
	"collection_exercise_sid": "9ced8dc9-f2f3-49f3-95af-2f3ca0b74ee3",
	"schema_name": "mbs_0001",
	"started_at": "2016-05-21T16:33:30.665144",
	"case_id": "a386b2de-a615-42c8-a0f4-e274f9eb28ee",
	"region_code": "GB-ENG",
	"channel": "RAS",
	"survey_metadata": {
		"survey_id": "009",
		"case_ref": "1000000000000001",
		"case_type": "B",
		"display_address": "ONS, Government Buildings, Cardiff Rd",
		"employment_date": "2021-03-01",
		"form_type": "0253",
		"period_id": "202101",
		"period_str": "January 2021",
		"ref_p_end_date": "2021-06-01",
		"ref_p_start_date": "2021-01-01",
		"ru_name": "ACME T&T Limited",
		"ru_ref": "49900000001A",
		"trad_as": "ACME LTD.",
		"user_id": "64389274239"
	},

	// For data version 0.0.1 surveyresponse or both 0.0.1 and 0.0.3 versions of feedback
	"data": {
		...
	}

	// For data version 0.0.3 surveyresponse
	"data": {
		"answers": [...]
		"lists": [...]
	}
}





For additional data version examples, see EQ Runner Data Versions





          

      

      

    

  

    
      
          
            
  
JWT Profile

Where a definition uses JWT it SHALL conform to the following
profile:

The payload is contained within a JSON Web Tokens (JWT) ~ RFC 7519
signed as per JSON Web Signature (JWS) ~ RFC 7515. The signed JWT is
used as the payload to a JSON Web Encryption (JWE) ~ RFC 7516.

All definitions are as per the RFCs unless otherwise stated.

Note: All times will be UTC.


UUID Definition

All references to UUIDs refer to UUID (version 4); 128-bits in length as
defined in RFC 4122 in their textual representation as defined in
section 3 “Namespace Registration Template” without the “urn:uuid:”
prefix e.g. “f81d4fae-7dec-11d0-a765-00a0c91e6bf6”.

All UUIDs MUST be randomly generated such that there is negligible
probability that the same value will be used twice, even across multiple
servers. The same UUID value MUST NOT appear twice in the same JWT
in any claim.



JWS Protected Header

JWS Protected Header SHALL contain the following claims:


	typ will be set to JWT


	alg will be set to RS256


	kid will be set to the SHA-1 hash of the digest of the Public Key for the Private Key used to sign
(reference https://tools.ietf.org/html/rfc7517#section-4.5 and
https://tools.ietf.org/html/rfc3280#section-4.2.1.2)






JWT Payload

All JWT payloads SHALL include the follow claims:


	tx_id - Set to a random UUID.


	Transaction ID used to trace a transaction through the whole system.


	MUST NOT be the same as the jti value.






	jti - Set to a random UUID. See RFC 7519 definition of the jti claim.


	jti claim MUST NOT be the same value as the tx_id in the JWT
Payload (see UUID Definition).








The JWT payload can also contain specific other data (claims) defined in
the definitions within this website.



Signing

JWT Protected Header and JWT Payload are signed with RSASSA-PKCS1-v1_5
using SHA-256 (RSA-SHA256) using a Private Key to form a JWS.



JWE Header

JWE header will include the alg and enc claims:


	alg will be set to RSA-OAEP


	enc will be set to A256GCM


	kid will be set to the SHA-1 hash of the digest of the Public Key used to encrypt
(reference https://tools.ietf.org/html/rfc7517#section-4.5 and
https://tools.ietf.org/html/rfc3280#section-4.2.1.2)






Encrypting

The encrypted signed JWT is used as the payload to a JWE.

The JWE header is used as the Additional Authenticated Data

A 256-bit random CEK and 96-bit IV is generated by the creator of the
JWT.

The entire JWT is encrypted with AES-256-GCM using the generated CEK and
IV and the Additional Authenticated Data. This process outputs a 128-bit
Authentication Tag.

The CEK is encrypted with the JWT receivers public key using the
RSAES-OAEP algorithm to produce the JWE Encrypted Key

The JWE is formed from the above values concatenated together (see
RFC7516).



Decrypting

JWE payload is decrypted (reverse of encryption





          

      

      

    

  

    
      
          
            
  
Respondent Management (RM) to EQ Runner (EQ)

When a respondent is ready to take a survey hosted on EQ Runner, a set of details need to be passed to EQ Runner to set up the survey correctly.
This data is wrapped inside a JSON Web Token (JWT) which is attached to the end of a URL, digitally signed and authorised by an appropriate client application.
This creates a clean interface for any respondent management system to integrate with the EQ Runner.


JWT payload

The structure of the JWT payload that the RM system uses can be defined in two ways, version 1 (v1) [DEPRECATED] and 2 (v2).
The latest and the recommended version for launching EQ Runner is v2.
From v2, the JWT payload is required to define a version property with the associated version. To ensure backwards compatibility, the absence of this property indicates the token is v1.
Depending on the value defined by the version property, the downstream data will also be structured in 2 different ways.
For information regarding downstream data formats, see EQ Runner to Downstream.


	RM to EQ Runner Payload v1 [DEPRECATED]


	RM to EQ Runner Payload v2






JWT envelope / transport

This payload is part of a JWT, as specified in JWT Profile. The encoded
JWT is appended to the URL of the receiving system as follows:

https://<hostname>/session?token=<JWT>



Flushing responses

To flush responses to the downstream systems, a /flush endpoint is available.
This endpoint takes a JWT in the same way as /session but with roles including the role of flusher.





          

      

      

    

  

    
      
          
            
  
RM to EQ Runner: Payload Version 1 [DEPRECATED]

This document defines the JWT payload structure for version 1. This is the format used, if the version property
was not provided in the launch token. This version is deprecated and should only be used by existing RM systems. Support for this format will be removed when EQ Runner v2 (AWS) reaches end of life. New RM systems should use v2. See: RM to EQ Runner Payload v2

Prerequisites:


	All non JWT specific date time properties are expressed using ISO 8601 and are assumed to be normalised to UTC unless a timezone identifier is given.


	All character encoding is UTF-8





Schema Definition


Required Runner Fields

The following metadata properties are always required by EQ Runner, they
do not appear in individual survey metadata definitions.

| Property                | Definition                                                                                                                                                              |
| ————————— | ————————————————————————————————————————————————————————— |
| iat                     | JWT Issued At claim, see: https://tools.ietf.org/html/rfc7519#section-4.1.6                                                                                               |
| exp                     | JWT Expiration Time claim, see: https://tools.ietf.org/html/rfc7519#section-4.1.4                                                                                         |
| jti                     | See JWT Profile                                                                                                                                              |
| account_service_url     | The URL of the account service used to launch the survey                                                                                                                    |
| case_id                 | The case UUID, used to identify a single instance of a survey collection for a respondent                                                                                   |
| collection_exercise_sid | A reference UUID used to represent the collection exercise inside the ONS                                                                                                   |
| period_id               | A string representing the business area recognised time period for the collection exercise (e.g. 2019 / JAN2019 / 2019Q3. This is not the start/end dates of a survey |
| response_id             | A unique identifier for the questionnaire response                                                                                                                          |
| ru_ref                  | The reporting unit reference - with check letter appended.                                                                                                                  |
| user_id                 | The identifier assigned by the respondent management system                                                                                                                 |
| response_expires_at     | An ISO 8601 formatted date time, after which the unsubmitted partial response can be deleted from the database                                                              |


Schema Selection Fields

The schema selection fields determine the mechanism used by EQ Runner to
load the questionnaire schema JSON.

| Property    | Definition                                                          |
| ————— | ———————————————————————– |
| eq_id       | The EQ questionnaire id                                                 |
| form_type   | The particular form type for a responding unit                          |
| schema_name | The name of the schema. Must be present in Schemas Repo [https://github.com/ONSdigital/eq-questionnaire-schemas/tree/main/schemas] |

The schema used by an EQ Runner can be selected one of two ways.

In priority order:


	schema_name


	eq_id with form_typeThis is only used for schema selection if schema_name is omitted
from the claims. Mapped as <eq_id>_<form_type> for schema
selection purposes. Must be present in
Schemas Repo [https://github.com/ONSdigital/eq-questionnaire-schemas/tree/main/schemas]







Optional Runner Fields

EQ Runner can optionally accept the following properties.

| Property                    | Definition                                                                                                                                                                                                                                             |
| ——————————- | ———————————————————————————————————————————————————————————————————————————————————- |
| account_service_log_out_url | The logout url of the account service used to launch the survey. Not required for services that don’t have a log in function (i.e., respondent home)                                                                                                       |
| channel                     | The channel (client) from which the questionnaire was launched                                                                                                                                                                                             |
| case_ref                    | The case reference (e.g. “1000000000000001”)                                                                                                                                                                                                               |
| case_type                   | The type of case                                                                                                                                                                                                                                           |
| language_code               | Language code identifier, used to change language displayed. Format as per ISO-639-1 (https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes) e.g. “en” for English; “cy” for Welsh. This parameter is currently optional; the default is “en”              |
| period_str                  | A display name for the period_id referenced above                                                                                                                                                                                                        |
| region_code                 | The Region Code of the questionnaire response. Format as per ISO 3166-2 (https://en.wikipedia.org/wiki/ISO_3166-2:GB) i.e. GB-ENG / GB-WLS / GB-NIR. This is used in tactical legacy solutions for Individual Response, Email and Feedback features. |
| survey                      | The survey being launched (deprecated)                                                                                                                                                                                                                     |
| survey_id                   | The survey identifier as used across the ONS (e.g. 009) (deprecated)                                                                                                                                                                                                  |
| return_by                   | The return by date (deprecated)                                                                                                                                                                                                  |



Schema Defined Fields

In addition to the above required fields, some surveys require other data to be passed for use within a questionnaire. These can simply have their keys added as a claim in the main JWT body. e.g.

| Property         | Definition                         |
| ——————– | ————————————– |
| display_address  | The case’s address to be displayed     |
| employment_date  | The employment reference date          |
| ref_p_end_date   | The reference period’s end date        |
| ref_p_start_date | The reference period’s start date      |
| ru_name          | The reporting unit’s display name      |
| trad_as          | The reporting unit’s ‘trading as’ name |




An example JSON claim



  {
	"exp": 1458057712,
	"iat": 1458047712,
	"jti": "6a591d32-6a28-4f7d-85c7-27215cc90705",
	"tx_id": "0f534ffc-9442-414c-b39f-a756b4adc6cb",
	"account_service_url": "https://upstream.example.com",
	"case_id": "628256cf-5c78-4896-8bec-f0ddb69aaa11",
	"case_ref": "1000000000000001",
	"case_type": "B",
	"collection_exercise_sid": "789",
	"display_address": "ONS, Segensworth Road",
	"employment_date": "2021-02-01",
	"eq_id": "mbs",
	"form_type": "0253",
	"language_code": "en",
	"period_id": "202101",
	"period_str": "January 2021",
	"ref_p_end_date": "2021-03-01",
	"ref_p_start_date": "2021-01-01",
	"region_code": "GB-ENG",
	"response_expires_at": "2021-11-10T14:06:38+00:00",
	"response_id": "QzXMrPqoLiyEyerrED88AbkQoQK0sVVX72ZtVphHr0w=",
	"ru_name": "ACME T&T Limited",
	"ru_ref": "49900000001A",
	"schema_name": "mbs_0253",
	"trad_as": "ACME T&T Limited",
	"user_id": "64389274239"
}









          

      

      

    

  

    
      
          
            
  
RM to EQ Runner: Payload Version 2

This document defines the JWT payload structure for v2.

Prerequisites:


	All non JWT specific date time properties are expressed using ISO 8601 and are assumed to be normalised to UTC unless a timezone identifier is given.


	All character encoding is UTF-8





Schema Definition


Required Fields

The following metadata properties are always required for the EQ Runner, they do not appear in individual survey metadata definitions.

| Property                | Definition                                                                                                |
|—————————–|—————————————————————————————————————|
| iat                     | JWT Issued At claim, see https://tools.ietf.org/html/rfc7519#section-4.1.6                                    |
| exp                     | JWT Expiration Time claim, see https://tools.ietf.org/html/rfc7519#section-4.1.4                              |
| jti                     | See JWT Profile                                                                                |
| account_service_url     | The base URL of the calling service used to launch the survey                                                 |
| case_id                 | The case UUID, used to identify a single instance of a survey collection for a respondent                     |
| collection_exercise_sid | A reference UUID used to represent the collection exercise inside the ONS                                     |
| response_id             | A unique identifier for the questionnaire response                                                            |
| tx_id                   | See: JWT Profile                                                                               |
| version                 | The version number for this JWT payload specification. For this format, this must be v2.                    |
| response_expires_at     | An ISO_8601 formatted date-time after which the unsubmitted partial response can be deleted from the database |


Schema Selection Fields

The schema selection field determine the mechanism used by EQ Runner to load the questionnaire schema JSON.

The schema used by an EQ Runner can be selected one of two ways.

| Property    | Definition                                                                                                      |
| ————— | ——————————————————————————————————————- |
| schema_url  | A URL for a remote survey JSON. This claim is used to tell EQ Runner to load the schema JSON from a remote location |
| schema_name | The name of the schema to launch. Must be present in Schemas Repo [https://github.com/ONSdigital/eq-questionnaire-schemas/tree/main/schemas]                                   |




Optional Fields

EQ Runner can optionally accept the following keys.

| Property            | Definition                                                                                                                                                                                                                                             |
| ———————– | ———————————————————————————————————————————————————————————————————————————————————- |
| channel             | The channel (client) from which the questionnaire was launched                                                                                                                                                                                             |
| language_code       | Language code identifier, used to change language displayed. Format as per ISO-639-1 (https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes) e.g. “en” for English; “cy” for Welsh. This parameter is currently optional; the default is “en”              |
| region_code         | The Region Code of the questionnaire response. Format as per ISO 3166-2 (https://en.wikipedia.org/wiki/ISO_3166-2:GB) i.e. GB-ENG / GB-WLS / GB-NIR. This is used in tactical legacy solutions for Individual Response, Email and Feedback features. |
| survey_metadata     | See: Survey Metadata Fields                                                                                                                                                                                                      |



Survey Metadata Fields

In addition to the above Required Runner Fields, some surveys require other data to be passed to EQ Runner for use within a questionnaire or for it to be sent downstream for receipting purposes. These should be passed via the survey_metadata property in the JWT payload.

| Property        | Child Property  | Definition                                                                                                                                                                                   |
| ——————- | ——————- | ———————————————————————————————————————————————————————————————— |
| survey_metadata |                     | An object to hold data about the survey and any additional keys required for receipting.                                                                                                         |
|                     | receipting_keys | An optional array of key names from the survey_metadata.data spec below that are required for downstream processing. The key names defined here must exist in survey_metadata.data property. |
|                     | data            | See: Data Property                                                                                                                                              |


Data Property

The survey_metadata.data property contains key-value pairs of data about the survey. This data may contain a mixture of survey specific and respondent specific data.
For example, it may contain data common to all respondents for a given survey and data specific to the respondent filling in the survey.
The key values required within this object dependent upon two things:


	The survey_metadata.receipting_keys defined in the JWT payload. EQ Runner will validate that keys specified in this field exists within survey_metadata.data.


	The metadata defined in the schema JSON. These are commonly used for piping (rendering) / routing, but can also be used to require additional data in the payload that are sent downstream.


	The author of the schema JSON is responsible for marking metadata keys as required and to differentiate between different survey types.


	EQ Runner will validate that keys specified in the schema metadata exists within the survey_metadata.data field and that it matches the type specified in the JSON schema.








The data property must adhere to one of Business Survey Metadata or Ad-hoc Survey Metadata specification.


Business Survey Metadata

| Property         | Definition                                                                                                                                                                |
| ——————– | —————————————————————————————————————————————————————————– |
| case_ref         | The case reference (e.g. “1000000000000001”)                                                                                                                                  |
| case_type        | The type of case                                                                                                                                                              |
| display_address  | The case’s address to be displayed                                                                                                                                            |
| employment_date  | The employment reference date                                                                                                                                                 |
| form_type        | The particular form_type for a responding unit                                                                                                                              |
| period_id        | A string representing the business area recognised time period for the collection exercise (e.g. “2019” or “JAN2019” or “2019Q3”. This is not the start/end dates of a survey |
| period_str       | A display name for the period_id referenced above                                                                                                                           |
| ref_p_start_date | The reference period’s start date                                                                                                                                             |
| ref_p_end_date   | The reference period’s end date                                                                                                                                               |
| ru_ref           | The reporting unit reference                                                                                                                                                  |
| ru_name          | The reporting unit’s display name                                                                                                                                             |
| trad_as          | The reporting unit’s ‘trading as’ name                                                                                                                                        |
| user_id          | The id assigned by the respondent management system                                                                                                                           |
| survey_id        | The survey identifier as used across the ONS.                                                                                                                                                                              |

For a list of required fields please view survey metadata definition schema.
An example of a valid schema can be found in examples, payload_v2, launch_jwt_business



Ad-hoc Survey Metadata

| Property         | Definition                                              |
| ——————– | ———————————————————– |
| case_ref         | The case reference (e.g. “1000000000000001”)                |
| qid | The identifier assigned by the respondent management system |






An example JSON claim for an Ad-hoc survey

{
   "exp": 1458057712,
   "iat": 1458047712,
   "jti": "6b383088-b8f8-4167-8847-c4aaeda8fe16",
   "tx_id": "0f534ffc-9442-414c-b39f-a756b4adc6cb",
   "version": "v2",
   "account_service_url": "https://upstream.example.com",
   "case_id": "628256cf-5c78-4896-8bec-f0ddb69aaa11",
   "channel": "RH",
   "collection_exercise_sid": "789",
   "region_code": "GB-WLS",
   "response_expires_at": "2022-12-01T00:00:00+00:00",
   "response_id": "QzXMrPqoLiyEyerrED88AbkQoQK0sVVX72ZtVphHr0w=",
   "schema_name": "adhoc_0001",
   "survey_metadata": {
      "data": {
         "case_ref": "1000000000000001",
         "qid": "bdf7dff2-1d73-4b97-bd2d-91f2e53160b9"
      },
      "receipting_keys": [
         "qid"
      ]
   }
}









          

      

      

    

  

    
      
          
            
  
Survey Data Exchange to and from Respondent Account Services

Collection Instruments are uploaded from the ONS estate to a RabbitMQ
queue for consumption by RAS. To facilitate this the excel files are
base64 encoded and then wrapped in a JWT. This JWT is encrypted and
signed before being placed on the queue.

Once the Collection Instruments have been completed by the respondent
RAS re-encodes them and wraps them in a signed and encrypted JWT to be
transferred back into the ONS estate.


Schema Definition

| Property | Definition                                           |
| ———— | ——————————————————– |
| tx_id    | See: JWT Profile                          |
| file     | The contents of the Collection Instrument base64 encoded |
| filename | The name of the collection instrument file               |
| case_id  | The case UUID                                            |
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